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Advisory: Historical results for the Third-Party Draw Service are currently unavailable. We are working on bringing them back.

What's this fuss about true randomness?

True Random Number

Perhaps you have wondered how predictable machines like computers can generate randomness. Gonerator

In reality, most random numbers used in computer programs are pseudo-random, which means -
they are generated in a predictable fashion using a mathematical formula. This is fine for many 1
purposes, but it may not be random in the way you expect if you're used to dice rolls and lottery M 100

drawings. Generate

RANDOM.ORG offers true random numbers to anyone on the Internet. The randomness comes
from atmospheric noise, which for many purposes is better than the pseudo-random number
algorithms typically used in computer programs. People use RANDOM.ORG for holding drawings,
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Agenda

1 | Base de chiffrement

2 | Génération de l'aléatoire
3 | Ducode

4 | Aller plus loin
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Base de chiffrement
Le drop de TLS
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Comment
partager la
cle? O
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Des clés secretes

Alice Bob
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Alice met son cadenas

Alice Bob
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Bob rajoute le sien

Alice Bob
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Alice enleve son cadenas

Alice Bob
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Generation d'aleatoire

Faites du bruit
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Générer de nouveaux hombres

Utilisation d'un CSPRNG

Cryptographically secure 352417é3f::f:: ; ;3:27:::::
pseudorandom number generator : : . .

Par exemple
REC /539 - ChaCha20 and Poly1305

904.02## . #H## 887.34H#H# HEH
653.22## . H## 786.02## ###
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https://www.rfc-editor.org/rfc/rfc7539
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Initialisation
terminee
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Du code
10010010000001
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Récupérer I'entropie

$ curl 'https://drand.cloudflare.com/public/latest’
{

round: 5420711,

signature:
"954e9fd69dd9331fd84926b4be51722e04901dc6860c09f4838e60acl11601696932278219e4ba9c27396
77de62e446cb5140bb29dedf0ell15eb0506fc863a0d79eacf063ccelefcca3c962caeb6f@c545a30ad08
60817dfd6f82c70b18a77fal7",

previous_signature:
"ble2fea7eb6edaff963b9bf1069e22f9531bc571eae8ccece3b7739735¢7128c711f752c981fcefl7760
8995b0e17b1c60820974df3fc477c2c015d113e5da7f2e4b8dd0f1b97a94bcOef04e6cb3cfeeddebal8e
lac75d7f61fefdel3ffbcfeb4d",

randomness: "db582af3e4a690fc9598cef8afal24laffc05a548787fd8513ef24f9f60d74db"

}
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En une seule lighe de commande

$ cargo install dee
Ignored package **dee v0.0.16** is already installed

$ dee remote add quicknet "https://drand.cloudflare.com/52db..."
quicknet

$ dee rand -u quicknet
8998bdb919b2c5eb5f5a68812453215231486eaf7b6b481cf6354b4ac059el6d
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Sur votre machine

RANDOM=S (dee get --format json | Jjg -r

echo “SRANDOM S$SRANDOM SRANDOM”

16))
print (random.random () )

print (random.random () )

print (random.random /() )

' .randomness')

éAcLounFLARE
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Aller plus loin

C'est pour vous a la maison



En résume

Internet repose sur des clés secretes

Ces clés doivent étre imprévisible

L'aléatoire est donc au coeur de la
sécurité en ligne
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Plus de ressources

Aléatoire

Tirer parti du chaos dans les bureaux de Cloudflare - Cloudflare (Blog)
La ligue d'entropie - Cloudflare (Blog)

The Randomness crisis threatening the Internet - Be Smart (Video)
How the Minecraft seed was found - SalC1 (Video)

Securité Internet
La fin du cadenas - Chrome & Safari (Article)

crypto/tls - Mainteneurs Go (Code)
Diffie Hellman - Wikipedia (Article)
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https://blog.cloudflare.com/fr-fr/harnessing-office-chaos/
https://blog.cloudflare.com/fr-fr/league-of-entropy/
https://www.youtube.com/watch?v=xLeiJA2RuNc&t=92s
https://www.youtube.com/watch?v=GaRurhiK-Lk
https://blog.chromium.org/2023/05/an-update-on-lock-icon.html
https://developer.apple.com/documentation/safari-release-notes/safari-18_4-release-notes#Deprecations
https://pkg.go.dev/crypto/tls
https://fr.wikipedia.org/wiki/%C3%89change_de_cl%C3%A9s_Diffie-Hellman
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thibmeu.com/pdf/lava-lamps.pdf


http://bsky.app/thibmeu.com
https://github.com/thibmeu
http://bsky.app/thibmeu.com

